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Today’s Agenda

• Defining Credit Card Fraud

• Industry Fraud Overview

• Fraud Trends in the Payment Industry

• The Cyber Underground

• Identity Theft

• Best Practices and Resources
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What is credit card fraud?
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Defining Credit Card Fraud
Fraud is:  3rd party unauthorized use of a card.

Obtaining services, credit or funds by misrepresentation of 
identity or information…

Fraud is not:

Misuse & Abuse,  Disputed transactions, 

Charge error, Inability to pay
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Industry Fraud Overview
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Industry Fraud Trend
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Industry vs. U.S. Bank 
Fraud Losses
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Government Card 
Fraud by Type

2006 Government Fraud
12%

5%

81%

2%

Fraud App/ATO Counterfeit Lost

Internet/CNP NRI Stolen

Lost / Stolen - Convenience fraud, can involve 
family, friends or business associates.

NRI / Mail Theft - Minimal risk if issuer uses a 
card activation program. Higher risk areas still 
require special handling.

Fraud App/ATO - Identity Theft is not generally  
a problem for Government card portfolios since 
issuing process is closed-loop.

Counterfeit - Typically perpetrated by organized 
criminal groups.

Internet / CNP - Unauthorized use of account 
information, card number only. 
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Top Fraud Merchant Types 
Industry Losses  1Q05 – 1Q06 

1) Grocery Stores (incl SuperWalmart)
2) Automated Fuel Dispensers (was #5)
3) Dept Stores
4) Electronic Stores
5) Other Direct Marketers

6) Telecom Services
7) Discount Stores
8) Catalog Merchant
9) Specialty Retail
10) Jewelry Stores

24%

12%

Top 5

Next 5
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State 2006 2004 
California 12% 16%
Texas Texas 9%9% 6%6%
New York New York 7%7% 7%7%
Florida 6% 7%
Illinois 6% 3%         
Georgia 6% 2% 
Ohio 4% 2%
Colorado 4%
Pennsylvania 3% 2%
Virginia 3%
New Jersey 3%
Nevada 2%
Washington 2%
All Others        40% 50%

U.S. Bank CPS Fraud
By State YTD

CPS Top 10 Fraud 
States Have 60% of 

Domestic fraud activity
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High Fraud Countries

High Fraud Countries

United 
Kingdom

Spain

Canada

Mexico

France
Italy Japan

Australia

Netherlands

South 
Korea

Turkey

Confidential – Visa USA
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Timeline of Data Breach Tactics

1980’s

Dumpster diving for 
receipts & carbons

1990’s

Hand held skimming     
devices

2000

Web site attacks: shopping 
carts- Name, account number 
and CVV2

2001 2002 2003 2004

First reported case of mass 
track data compromise -
Name, account number, 
and CVV

2005/6

ATM Skimming, PIN capture 

Phishing 

Source: Visa U.S.A Fraud Control

Hacking 
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Current Fraud Trends
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Organized Crime drives each of these trends:

• Skimming - A copy is made of the magnetic stripe on a 
card using a track reading and capturing device.

• Phishing - A false email solicitation representing a 
legitimate business requesting personal consumer data or 
account information.

• Cybercrime - A variety of methods of illegally procuring 
and using card information facilitated by the Internet

• Identity Theft - Personal information not belonging to 
the crook is used to receive financial services.  
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Skimming…

A copy is made of the magnetic stripe on a card 
using a track reading and capturing device.
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How do cards get skimmed?
There are no residual effects of a credit card skimmer

- Cardholders are often unaware of being skimmed

Hand-held Skimmer

Skimmers can be hand 
held (often used by 
waiters or parking lot 
attendants)
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How do cards get skimmed?
Skimmers may also be parasitic (installed at a POS or ATM)

Parasitic Skimmer
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Phishing…

A false email solicitation representing a legitimate 
business requesting personal consumer data or 
account information.
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Dear U.S Bank customer, 

We recently reviewed your account, and suspect that your U.S Bank account may have been accessed by an unauthorized 
third party. Protecting the security of your account and of the U.S Bank network is out primary concern. 

Therefore, as a preventative measure, we have temporarily limited access to sensitive U.S Bank account features.

Click the link below in order to regain access to your account:

https://www4.usbank.com/internetBanking/RequestRouter?requestCmdId=DisplayLoginPage

For more information about how to protect your account, please visit U.S Bank Security Center.

We apologize for any inconvenience this may cause, and appreciate your assistance in helping us maintain the integrity 
of the entire U.S Bank system. Thank you for your prompt attention to this matter.

Sincerely,

The U.S BANK Security Department Team.
Please do not reply to this mail.Mail sent to this address cannot be answered. For assistance, log in to your U.S Bank 
account and chose the "Help" link in the header of any page.

Privacy Pledge | Security Standards © 2004 U.S. Bancorp

Phishing Email Example
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Retail Internet Banking #1 - Real?
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Retail Internet Banking #2 - Real?
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Tracking a Phishing Scam

Email Received in U.S.

Email Originates from Russia

Web Link to Korean ISP 

Data stored in Australian server 
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How can we defend ourselves...

Common Sense Approach

Skimming – Don’t put your card in an ATM that looks 
suspicious.  Keep an eye on your card whenever possible.

Phishing – Don’t click on links or download attachments from 
emails from unknown senders.  Never enter personal or 
financial account information into a form or link from an email 
solicitation, regardless of sender.
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The Cyber Underground
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CybercrimeCybercrime
The Internet has presented a number of challenges for credit card 

issuers and cardholders
• Account Number Generation Programs  

• Mass Compromises of Hacked Data with or without Magnetic Stripe 

• PC spyware travels in emails or attaches itself when infected 
websites are surfed

• Illegal web sites disseminate “how to” kits for perpetrating fraud
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Credit Master…

A program that generates credit and debit card 
numbers according to the algorithm used by the 
major card associations.
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Account Number GeneratorsAccount Number Generators
(Credit Master Run)(Credit Master Run)

Crooks obtain a valid account number and expiration date.
• Trash bins, clerks keep receipts, etc.
• Use program to generate first account by BIN

Program extrapolates next account numbers issued using a 
standard algorithm

Even “cardless” accounts can be compromised.
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Sample CreditMaster Sample CreditMaster 

Account Numbers are
NOT actual Visa 
Account Numbers
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Account Number GeneratorsAccount Number Generators
(Credit Master Run)(Credit Master Run)

Important points to remember:
• This form of fraud is completely independent of any card activity or 

usage patterns on the part of cardholders
• Programs are only capable of generating numbers
• No liability to the client or cardholder

Credit Master Defenses:
• Strategies to queue any affiliated charges or test authorizations
• Utilize a Real Time POS rule to decline merchants associated with run
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Hacking…

Mass compromises of data.



GSA Federal Supply ServiceHacking 

Retail Store

Attacker

Processor

Acquirer

InternetInternet

An attacker takes advantage of a flaw in an Internet connected system that: 
processes, transmits, or stores cardholder data to gain access to: card 
numbers, expiration dates, CVV2/CVC2/CID, and/or 
magnetic stripe data.
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Identity Theft…
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Identity Theft – What is it really?

Identity Theft occurs when a criminal has 
enough of your personal information to 

impersonate you and pose as you to use 
your existing financial accounts or to

open & use new accounts in your name.

Some Credit Card Fraud is ID Theft
Fraud Applications, Account Takeover

Most ID Theft does not involve 
Credit Cards 
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What ID thieves want:
Credit Card Numbers CVV2 Security Numbers (on back of cards)
Credit Reports Social Security Numbers
Date of Birth Driver’s License Numbers
Mortgage Details Passwords/PINs
Home Address Online Banking User IDs

Where do they get the information?
• Hacking into merchant or merchant data processing data sources
• Data providers are scammed by criminals posing as legitimate 

businesses who need access to sensitive data (debt collection, etc)
• Data owners lose data or equipment with data on it is stolen
• Phishing – spam email convincing you to give up information
• Skimming – card data is copied when swiped at an ATM or POS
• Spyware – malicious software that captures and sends your 

personal information from your PC to the criminal
• ‘Old fashioned ways’ – Dumpster diving, mail theft

Source  FTC June 2005



GSA Federal Supply Service

What ID thieves do
28% Credit Card Fraud 
19% Phone or Utilities Fraud (Cell phone accounts)
18% Other Bank Fraud (Electronic Funds transfers)

What you can do to keep from becoming a victim

• Be vigilant in ensuring that your financial records – bank, investment, 
& credit card statements – arrive regularly

• Shred unneeded financial documents, including card preapprovals
• Never use SSN, DOB, or consecutive numbers as your password
• Never respond to an email solicitation by clicking on a website link
• Do not open email attachments from people that you do not know
• Install firewalls and up-to-date virus protection software on your PC
• Order a copy of your credit report at least once per year
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Completing the Credit Bureau Ordering Process
Each bureau you request requires a series of validations

• You may need some financial records with account numbers available  
in order to complete the validation process

• The entire process takes 5 -10 minutes
• Credit reports will be instantly available for you to view online or print
• Reports can also be ordered by phone at 1- 877- 322- 8228

How can I get my credit score?
You can purchase a credit score when you request your free annual credit 
report through annualcreditreport.com.  The credit report is free, the score is not.

You can also purchase a credit score or other credit monitoring services by 
contacting one of the nationwide consumer credit reporting companies. 

Equifax - www.equifax.com 
Experian - www.experian.com 
TransUnion - www.transunion.com
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Best Practices and Resources
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Fraud 
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Preventative Measures
• Ensure that your account records are current including home, business phone 

numbers as well as alternate contacts or email addresses

• Promptly review your account statement and reports immediately upon receipt
– Use U.S. Bank on-line tools to help monitor account activity 

• Do not disclose account information, PIN or other personal information to 
anyone unless you initiated the contact

• Report all occurrences of unsolicited email or phone calls where persons are 
inquiring about your account or personal information

• Be mindful of how you store and destroy card data
– Card associations have stringent regulations around the storage of card account or 

transaction data

• As Program Managers act as a conduit for keeping cardholder account records 

current via regular file updates to U.S. Bank
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Resources
• Contact your U.S. Bank Relationship Manager with any 

concerns about fraud or suspicious activity

• Check out the U.S. Bank website 
• We update our site continually with new information regarding fraud and 

data security scams

• www.USBank.com

• Visa Liability Waiver Program
• Contact your U.S. Bank Relationship Manager

• Visa U.S.A
• www.visa.com
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Thank you!

Jeff Leining

Fraud Management

U.S. Bank


